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Background

Secure by Design (SbD) is a methodology that is increasingly being adopted across industries
including Police, Government and MOD. The National Policing Community Security Framework and
associated documents now sets out national policing requirements for SbD in relation to system
development. All new systems must be built and continuously assured following SbD through the
project lifecycle. Existing systems should be transitioned to the new process.

The aim is to ensure that a repeatable, structured and consistent approach to the secure delivery of
solutions across policing is achieved, whilst ensuring that risk is within risk appetite.

Why Choose Us

We provide Secure by Design (SbD) System Development services to UK police forces ensuring
continual assurance of programmes, projects and capabilities following NCSP and NPCC guidance,
NCSC CAF, NIST CSF, CSA Cloud Controls Matrix, 1SO27001:2002, Data Protection and ISF Standard
of Good Practice.

We have been providing continuous risk management to the public sector, including Central
Government, Local Government and Police, for over 20 years. Consider us your expert SbD
partners, whether you need support on a new or existing project, we can help.

How We Can Help

We can support you with all stages of the SbD Assurance Process including but not limited to:

» Design and security architect support and review

» SAL creation, BlAs, DPIAs, ITHC scoping

« Risk Assessment Reports, Risk Evaluation and Risk Treatment Plans

« PASF/TPAP scopes, assessments and training

« Assessment of supply chain risks

« SbD Assurance Report

» Liaison with Senior Risk Owners, such as SIROs and IAOs

« Provision of segregated, transparent Assurance oversight

« The transition from legacy police accreditation processes to Secure by Design

- Delivered by experienced, qualified and NPPV3 Practitioner/Senior/Lead Consultants
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